BO THONG TIN TRUYEN THONG CONG HOA XA HOI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Dgc lap - Tu do - Hanh phic

Sb: 144 [CATTT-NCSC Ha Néi, ngay 27 thang 0/ nam 2022
V/v 16 hong bao mat CVE-2021-4034
trong Polkit pkexec anh hudng nghiém
trong dén hé diéu hanh Linux

Kinh gui:
- Pon vi chuyén trach vé CNTT céc B, co quan ngang B0,
co quan thudc Chinh phu;
- S Thong tin va Truyén thong céc tinh, thanh phé truc thudc
Trung vong;
- Cac Tap doan, Tong cong ty nha nudc; cac Ngan hang
TMCP; céc to chic tai chinh;

- Hé théng cac don vi chuyén trach vé an toan thong tin.

Ngay 25/01/2022, cac nha nghién ciru bao mat da cong bd thong tin canh
bao vé 16 hong bao mat CVE-2021-4034 (hay con goi 1a PwnKit) trong thanh phan
pkexec cta Polkit anh huong nghiém trong dén hé diéu hanh Linux, cho phép ddi
tugng tan cong thuc hién tan cong leo thang dic quyén voi mot tai khoan ngudi
dung bat ky trong hé thong muc tiéu.

Polkit 1a mot thanh phan mic dinh cua nhiéu ban phan phdi Linux duoc
dung dé kiém soat va quan 1y cac dic quyén trong hé thong. L hong nay c6 mirc
anh huong kha 16n do hé diéu hanh Linux dang duogc str dung kha pho bién trong
nhiéu hé théng thong tin cua co quan, to chire hién nay. Hi¢n tai da c6 ma khai
thac dugc cong bd rong réi trén Internet.

Thong tin chi tiét 15 hé)ng bao mat c6 tai phu luc kém theo.

Nham dam bdo an toan thong tin cho hé thong thong tin cta Quy don vi,
g6p phan bao dam an toan cho khong gian mang Viét Nam, Cuc An toan théng
tin khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat, xac dinh cac hé théng thong tin st dung hé diéu hanh
Linux c6 kha nang bi anh hudng. Thuc hién cap nhat ban va kip thoi dé tranh
nguy co bi tdn cong trong trudng hop chua thé cap nhat ban va can thyc hién cac
budc khic phuc thay thé dé giam thiéu nguy co bi tn cong (tham khao thong tin
tai phu luc kem theo).



2. Ra soat, giam sat cac ddu hiéu lién quan dén cac hanh vi khai thac 15
hdng nay trén toan bo hé théng thong tin dé phat hién va xu 1y kip thoi cac du
hiéu tdn cong mang; dong thoi thuong xuyén theo ddi kénh canh bao cia cac co
quan chirc ning va cac t6 chirc 16n vé an toan thong tin dé phat hién kip thoi cac

nguy co tan cong mang.

3. B4o cao két qua xir Iy 15 hong néu trén vé Cuc An toan thong tin: Trung
tam Giam sat an toan khong gian mang qudc gia (NCSC), thu dién tu:
ais@mic.gov.vn trudc ngay 25/2/2021.

Tran trong./.
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Phu luc
THONG TIN VE LO HONG BAO MAT CVE-2021-4034
(Kém theo Céng van s6 ~ /CATTT-NCSC ngay |/ /2022
cua Cuc An toan thong tin)
1. Thong tin 16 héng bio mat

- CVSS: 7.8 (cao)

- Mo ta: LS hong ton tai trong pkexec ctia polkit, cho phép d6i tuong tan

cong thuc hién tin cong leo thang dic quyén véi mot tai khoan ngudi dung bt

- Anh hwéng: Red Hat Enterprise Linux 6/7/8, Red Hat Virtualization 4,

cac cAu hinh mac dinh trén Ubuntu, Debian, Fedora va CentOS,,...

2. Hwéng din khic phuc
Bién phap t6t nhat dé khac phuc 1a cap nhat ban va cho 16 hong bao mat noi

trén. Tuy nhién trong trudng hop chua thé cap nhat, Quy don vi c¢6 thé thyuc hién

cac bude khic phuc thay thé nhu sau:

Po6i v6i hé diéu hanh Red Hat
Budc 1: Cai dat required systemtap packages va dependencies
https://access.redhat.com/solutions/5441.

Bude 2: Cai dit thong tin g& 1i polkit

debuginfo-install polkit

Budc 3: Tao script systemtap va dat tén la pkexec-block.stp

probe process("/usr/bin/pkexec").function("main™) {
if (cmdline_arg(1) =="")

raise(9);

by

Budc 4: Tai systemtap module vao kernel dang chay

stap -g -F -m stap_pkexec_block pkexec_block.stp

Budc 5: Kiém tra dam bao module d3 duoc tai vao kernel

Ismod | grep -i stap_pkexec_block
stap_pkexec_block 434176 0
Budc 6: Sau khi polkit package da dugc cap nhat 1én phién ban da c6 chtra

ban v4, systemtap generated kernel module c6 thé x6a bang cach chay



rmmod stap_pkexec_block

Luu y: Cac budc giam thiéu nay khong duoc ap dung ddi v6i hé thong cd
st dung Secure Boot.

Poi véi cac ban phan phéi Linux khac

C6 thé thuc hién bang cach bo quyén suid vai /usr/bin/pkexec bang cach
thuc hién cau lénh sau vo1 quyén root

chmod 0755 /usr/bin/pkexec

Hoac

chmod u-s /usr/bin/pkexec

Lueu V: Viéc niy co thé khién cho hé diéu hanh c6 thé hoat dong khong nhur
mong muon.

3. Tai liéu tham khao

https://blog.qualys.com/vulnerabilities-threat-
research/2022/01/25/pwnkit-local-privilege-escalation-vulnerability-discovered-
in-polkits-pkexec-cve-2021-4034

https://access.redhat.com/security/vulnerabilities/RHSB-2022-001
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